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Abstract

A Wireless Sensor Network (WSN) is a system of interconnected sensor nodes that can detect and
exchange data wirelessly over very small distances. The communication aspect of WSN makes security a
major concern. There have been a number of attacks against the sensor nodes. In a sinkhole attack, a node
in the WSN falsely claims to be the one with the shortest route to another node, either the sink or the
destination. In order to identify the sinkhole attack, researchers put forth several methods. In this research
work, Revamped Harmony Search is employed to detect sinkhole nodes in WSN. The proposed model is
compared with 4 other existing techniques to prove its significance. The results are interpreted with
different level of imposing sinkhole nodes in the network and on different patterns. On an average, the
proposed HRS method significantly outperforms the existing methods.

Keywords: WSN, sinkhole attack detection, Revamped Harmony Search.

1. Introduction

A sensor network consists of several small sensor
nodes that can perceive their surroundings and
communicate with one another using a wireless
radio device [5]. The data is collected and sent from
the source node to the destination node via
numerous hop and it has limited resources like
electricity, communication lines, computing power,
etc [6]. When it comes to WSN, security is a major
concern. Every node is in a dangerous environment,
making it susceptible to attacks like sinkholes,
wormholes, grey holes, and more [7]. Concerns
about energy consumption, data storage capacity,

and processing power need safety precautions in
sensor networks [8]. Consequently, sensor
networks may benefit from using lightweight
mechanisms, which are appropriate in terms of
computing and energy [9].

When a node in a WSN acts selfishly or with
compromised intentions, the result is bad
behaviour. Because of the exposed nature WSN
are vulnerable to a variety of assaults [10]. Due to
their unique communication style, WSN are
susceptible to sinkhole attacks [11-13]. Also, it's a
self-organising system of interconnected, miniature
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sensor nodes that can feel, monitor, and interpret
the physical environment via the use of radio
transmissions [14].

The objective of a sinkhole attack is to divert
almost all traffic into the sinkhole by using a
compromised node to falsely pretend to have the
best path to the target [15]. It creates significant
problems for applications at higher layers because
it prevents the base station from obtaining complete
and accurate data. We decreased the attack in the
wireless sensor network by protecting the
compromised node using different settings.

In this research work, Revamped Harmony Search
method is used to identify the sinkhole attack. To
handle the binary representation of solutions, the
Harmony Search method is improvised as
Revamped Harmony Search (RHS) to solve
sinkhole attack detection. The rest of the paper is
organized to hold literature survey in Section 2,
problem definition in section 3, proposed method in
section 4, experimental analysis in section 5 and
conclusion at section 6.

2. RELATED WORK

Due to the critical nature of packet delivery, WSN
enables nodes to connect with one another over
wireless channels [16]. The issues caused by
various attacks are distinct. So, it's important to
choose a safe and efficient way to get from the
starting point to the final destination. Therefore, the
aforementioned study [17] used a Naive Bayes
classifier based on Machine Learning to identify
the attack, and an EC-BRTT based method was
applied to thwart such noteworthy assaults.

Tabbaa et al. [18] employed both separate and
combined ensemble methods in their suggested
study. It was thought of as a mixed ensemble
strategy, in contrast to the homogeneous ensemble
technique proposed. The results of the experiments
showed that when it came to detecting and
categorising harmful assaults, both heterogeneous
and homogeneous methods performed better. In a
similar vein, the proposed technique for assessing
assaults [19] relied on SINALGO to transport the
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simulation findings. For WSN attack detection, the
proposed research also used SVM classification in
conjunction with delay per-hop indication.

The proposed study [20] utilised ML techniques
and MLPANN —a model with two critical
portions—to identify and localise WSN DoS
attacks. The strategy was then applied in a
MATLAB simulation [21]. An improved system for
safe and reliable data transfer is crucial for MANET
applications due to its data-centric nature. To
improve the classification process by giving more
weight to the retrieved characteristics, the proposed
research [22] used the AdaBoost algorithm rather
than SVM. This was due to the fact that AdaBoost
was deemed more robust.

On the other hand, Evolutionary algorithms have a
vast range of applications solved in the domains
such as in cloud computing [23, 29], data mining
[24, 25], WSN [26-28] image processing [30, 35],
cyber security [31-34] and so on. Therefore, we
used a different optimization method to address the
optimization challenge of detecting sinkhole
attacks.

3. PROBLEM DEFINITION

The WSN connects the offline and online worlds
and 1is already finding applications in many
different sectors. Modern technology has allowed
items to be equipped with processing units and
sensors, allowing them to collaborate and
communicate in order to accomplish shared goals.
It is critical to protect WSN from intrusions because
of their numerous uses and the powerful technology
they use. Here we outline the specifics of the
Internet of Things scenario, including how much
power it will need.

A single instance of WSN with built-in sinkhole
attack is shown in Figure 1. Nodes are the
individual sensors that make up the WSN. Figure 1
shows a network with 10 nodes; node 2 is the
sinkhole node, and node SH is the destination node.
Additionally, the network has 8 valid nodes. With
the circle 'SH' representing compromised nodes, the
sinkhole node is responsible for collecting traffic
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from these compromised nodes. The affected nodes
are called "N4", "N6," and "N7" respectively. It is
necessary to calculate the correlation measure for
each node in order to locate the objective. The
information acquired and delivered by each node
all through the operation may be determined using
this intrusion measure. Here is the representation of
mathematical equation to evaluate the intrusion of
anode in WSN:

N
_ Xj=1DIP;

IM; DOP;

(D

the node that is now being used for the calculation
of IM is denoted by i, and the nodes that are sending
the packet to the relevant node i1 are denoted by j.

Figure 1: Sample WSN Architecture with Sinkhole
node (SH)

Computing this for each node is computationally
intensive, and it becomes increasingly so as a
network size increases. Optimal node search can be
useful in this context to deal with this issue.
Anomaly nodes, defined as those with an out-of-
the-ordinary IM value and excessive energy
utilization are chosen using Harmony search
method.

4. REVAMPED HARMONY SEARCH

The method known as the Harmony Search method
is revamped in this part so that it can deal with
binary representations of solutions.

4.1 Data Encoding

All the nodes in WSN are numbered in sequence
from 1 to N where the N*" node is the node of Base
Station. Hence the Nt* node is not the part of the
CH choosing criteria. The Revamped Harmony
Search is used to choose the appropriate CH.
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Nl | N3 | M | NS | N6 | NI | N§ | N9 | NIO
0 0 l 0 l 0 0 l 0

Figure 2: Representation of Solution in binary form

Following the selection of the nodes N4, N6, and
N9 from Figure 2, the calculation of IM values will
be carried out on these particular nodes of the
network. Regarding the optimization procedure, the
fitness function that will be taken into consideration
is going to be the IM values summation.

4.2 Revamped Harmony Search Algorithm

The Harmony Search (HS) algorithm is an
optimisation method specifically designed to draw
inspiration from the musical practice of
improvisation. The first step involves the creation
of a Harmony Memory (HM), which serves as a
repository of potential solutions to the optimisation
issue. Each instance of "harmony" stored in this
memory refers to a possible solution, which is
represented by a collection of choice variables.
After picking values for each variable, either from
the current harmonies in the Harmony Memory
(with a probability set by the Harmony Memory
Consideration Rate, HMCR) or randomly from the
full available range (with a probability of 1-
HMCR), the algorithm generates new harmonies. If
a value is selected from the HM, it may be gently
modified with a probability determined by the Pitch
Adjustment Rate (PAR) in order to investigate
potential solutions in close proximity.

The following condition will be taken place to
improve the solution.

Xi= X, ®a®X; © Xi)

where X refers the solution, x€ {0,1}, ® refers the
bitwise EXOR, @ refers the bitwise addition ©
refers the bitwise subtraction, i refers the current
solution and j, k refers the random solution in the
population.

Each freshly produced harmony (solution) is
assessed using the objective function, which
quantifies its quality, as the algorithm advances.
Should the new harmony surpass the worst
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harmony in the HM, it will supplant the worst
harmony, therefore guaranteeing a progressive
improvement in the overall quality of the HM. This
iterative process of improvisation, assessment, and
updating continues until a predetermined stopping
condition is satisfied, usually after a certain number
of stages. An optimum or near-optimal solution to
the issue is defined as the best harmony in the
memory at the conclusion of the procedure. The HS
method is very efficient for intricate optimisation
issues because of its capacity to strike a balance
between exploration (exploring new regions of the
solution space) and exploitation (improving
existing excellent solutions).

Revamped Harmony Search (RHS(f))
1. Initialize the problem and algorithm
parameters:
a. Define the objective function f(x) to be
optimized.
b.Initialize the Harmony Memory (HM) with
size HMS (Harmony Memory Size).
c.Set the Harmony Memory Consideration
Rate (HMCR).
d. Set the Pitch Adjustment Rate (PAR).
e. Set the maximum number of improvisations
(iterations).
f. Set the number of decision variables (N).
g. Define the lower and upper bounds for each
decision variable.

2. Initialize the Harmony Memory (HM):
a. For each harmony (solution) in HM:

1. For each decision variable:
- Randomly generate a value within the
variable's bounds.

ii. Calculate the objective function value for
the harmony.

iii.Store the harmony and its objective
function value in HM.

3. Improvise a new harmony:
a. For each decision variable:
1. With probability HMCR, select a value

from the existing harmonies in HM.
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11. With probability (1 - HMCR), generate a
random value within the variable's
bounds.

iii. If a value is selected from HM:

- With probability PAR, adjust the
selected value by adding a small random
value.
b. Calculate the objective function value for
the new harmony.

4. Update the Harmony Memory:
a. If the new harmony's objective function value
is better than the worst harmony in HM:
i. Replace the worst harmony in HM with the
new harmony.

5. Repeat steps 3 and 4 until the maximum
number of improvisations is reached.

6. Return the best harmony (solution) found in
HM.

Algorithm 1 Revamped Harmony Search Method

5. EXPERIMENTAL EVALUATION

In this section, the experimental setup, performance
metrics and experimentation evaluation of the
proposed RHS is discussed.

5.1 Experimental Setup

A total of four existing methods are used to
compare the significance of the proposed RHS
method, EM-SD[1], MRH [2], LB-IDS [3] and T-
IDS [4]. The implementation is carried out in
MATLAB version 9 with the system specification
of 3.7zGHz of processor speed with 16GB RAM.

5.2 Performance Metrices

The end-to-end latency and total network lifetime
were two performance metrics that were measured
in seconds and used in the assessment presented. To
test how well the strategy worked, we changed the
weightage of malicious nodes in the network and
used percentages 15%, 20%, and 25%.
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5.2.1 The End-to-end Latency

The total time taken right from the sender sends the
packet till the receiver receives it will be the end-

to-end latency.
Sent

Y Connected (4)

Latency = )1 n Arrival; , —

5.2.2 Lifetime of the Network

The network time refers to the duration, measured
in seconds, during which the network actively
manages the communication channel to guarantee
the successful delivery of each packet to its
intended destination node.

5.3 Experimental results

Table 3 shows the latency achieved in WSN with
different number of sensor nodes and with different
weightage of sinkhole nodes.

Table 3: Experimental Results of Latency

Sinkhole
Nodes # Nodes

EMSD  MRH  LB-IDS T-ID§ RHS

100 2003 1997 1598 1550 1418
15% 1000 266 205 172 1574 1559
10000 K719 111 1828 1649 1608
100 020 1817 1409 1418 1335
0% 1000 077 1975 1537 1496 1383
10000 75 098 1678 1597 1466
100 1906 1779 1346 1280 1275
25% 1000 1993 1806 13%¢ 139 1322
10000 210 1004 1439 1443 1354

On interpreting the results tabulated from Table 3
and Figure 4, it is evident that the RHS outperforms
the current methods for WSN for 100 nodes in
latency. To be precise for 15% of sinkhole nodes,
RHS outperforms EM-SD with 32.25%, MRH with
29%., LB-IDS with 11.26% and T-IDS with 8.52%.
For 20% of sinkhole nodes, RHS outperforms EM-
SD with 33.91%, MRH with 26.53%, LB-IDS with
5.25% and T-IDS with 5.85%. For 20% of sinkhole
nodes, RHS outperforms EM-SD with 33.11%,
MRH with 28.33%, LB-IDS with 5.27% and T-IDS
with 0.39%.
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Figure 4: Latency with 100 nodes WSN network

On interpreting the results tabulated from Table 3
and Figure 5, it is evident that the RHS outperforms
the current methods for WSN for 1000 nodes in
latency. To be precise for 15% of sinkhole nodes,
RHS outperforms EM-SD with 31.2%, MRH with
24.1%, LB-IDS with 9.47% and T-IDS with 0.95%.
For 20% of sinkhole nodes, RHS outperforms EM-
SD with 33.41%, MRH with 29.97%, LB-IDS with
10.02% and T-IDS with 7.55%. For 20% of
sinkhole nodes, RHS outperforms EM-SD with
33.67%, MRH with 26.8%, LB-IDS with 4.82%
and T-IDS with 5.03%.
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Figure 5: Latency with 1000 nodes WSN network

On interpreting the results tabulated from Table 3
and Figure 6, it is evident that the RHS outperforms
the current methods for WSN for 10000 nodes in
latency. To be precise for 15% of sinkhole nodes,
RHS outperforms EM-SD with 32.41%, MRH with
23.83%, LB-IDS with 12.04% and T-IDS with
2.49%. For 20% of sinkhole nodes, RHS
outperforms EM-SD with 32.6%, MRH with
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30.12%, LB-IDS with 12.63% and T-IDS with
8.2%. For 20% of sinkhole nodes, RHS
outperforms EM-SD with 35.83%, MRH with
28.89%, LB-IDS with 5.91% and T-IDS with
6.17%.

MEM-SD EMRH WILB-IDS wT-ID5 MRHS
3000

ssp0 2379
2175098 2110

111
2000 o 1504
15491608 3159?
1466 143914431354

1500
100
5

0

% of Malicious Nodes
Figure 6: Latency with 10000 nodes WSN network

Delay {Micro Seconds)
(=}

3

Table 4: Experimental Results of network lifetime

Sinkhole v des EM-SD  MRH  LBDS  TDS  RHS
Nodes
100 16822 16641 16644 17195  174.98
15% 1000 14048 154.82 15432 16443 17283
10000 12521 13168 1348 14926  157.52
100 135.22 13516 13602 137.82 14098
20% 1000 12152 133.08 13009 14555  150.08
10000 11657 12515 12057 14207  146.03
100 12292 12488 12516 12358  129.20
25% 1000 118.92 122.87 13533 13989  143.29
10000 108.09 11569 11625 13604  139.20

On interpreting the results tabulated from Table 4
and Figure 7, it is evident that the RHS outperforms
the current methods for WSN for 100 nodes in
network lifetime. To be precise for 15% of sinkhole
nodes, RHS outperforms EM-SD with 3.86%,
MRH with 4.9%, LB-IDS with 4.88% and T-IDS
with 1.73%. For 20% of sinkhole nodes, RHS
outperforms EM-SD with 4.09%, MRH with
4.13%, LB-IDS with 2.88% and T-IDS with 2.24%.
For 20% of sinkhole nodes, RHS outperforms EM-
SD with 4.86%, MRH with 3.34%, LB-IDS with
3.12% and T-IDS with 4.35%.
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Figure 7: Lifetime of WSN with 100 nodes

On interpreting the results tabulated from Table 3
and Figure 8, it is evident that the RHS outperforms
the current methods for WSN for 1000 nodes in
network lifetime. To be precise for 15% of sinkhole
nodes, RHS outperforms EM-SD with 18.72%,
MRH with 10.42%, LB-IDS with 10.71% and T-
IDS with 4.86%. For 20% of sinkhole nodes, RHS
outperforms EM-SD with 19.03%, MRH with
11.33%, LB-IDS with 7.32% and T-IDS with
3.02%. For 20% of sinkhole nodes, RHS
outperforms EM-SD with 17.01%, MRH with
14.25%, LB-IDS with 5.55% and T-IDS with
2.37%.

M EM-5D MRH MWLBE-IDS ET-IDS ERHS

(]
g8

160

0 I I I
15% 20% 25%

% of Malicious Nodes

=
15}
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Overall Network Lifetime (s)
=
5388

)
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Figure 8: Lifetime of WSN with 1000 nodes

On interpreting the results tabulated from Table 3
and Figure 9, it is evident that the RHS outperforms
the current methods for WSN for 100 nodes in
network lifetime. To be precise for 15% of sinkhole
nodes, RHS outperforms EM-SD with 20.51%,
MRH with 16.41%, LB-IDS with 14.42% and T-
IDS with 5.25%. For 20% of sinkhole nodes, RHS
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outperforms EM-SD with 20.17%, MRH with
14.3%, LB-IDS with 11.27% and T-IDS with
2.71%. For 20% of sinkhole nodes, RHS
outperforms EM-SD with 22.35%, MRH with
16.89%, LB-IDS with 16.49% and T-IDS with
2.27%.

= EM-SD

0 I III I III I III
15% 20% 25%

% of Malicious Nodes

MRH ®LB-IDS mT-IDS mRHS

Overall Network Lifetime (s)
- P i -~
5838388588

[
o

Figure 9: Lifetime of WSN with 10000 nodes

6. CONCLUSION

There will be many good outcomes from using the
WSN in various applications. However, WSN isn't
without its share of threats, namely those that target
the WSN network itself. So, to improve the
network's performance, security is essential. The
proposed model was developed with an eye
towards improving the security of data transmission
between WSN nodes in open and remote networks.
To strengthen the data transmission module's
defence against sinkhole assaults, this model
incorporates an RHS optimisation mechanism. The
proposed approach offers security for the WSN
network to prevent sinkhole attacks. The
mathematical study has also shown the RHS
model's effectiveness. The proposed RHS model
uses either direct or indirect trust to identify a
node's neighbour, but it does not use both types of
trust to calculate trust. When the degree of the
neighbour nodes drops below a certain threshold,
the RHS model is also used.
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