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Abstract

The rapid growth of the Internet of Medical Things (IoMT) has transformed smart healthcare
by enabling real-time monitoring through wearable sensors and connected medical devices.
However, secure management of sensitive healthcare data remains a major challenge due
to privacy risks, unauthorized access, and centralized vulnerabilities. This paper proposes
a lightweight smart contract-based secure healthcare data management framework over
edge-enabled ToMT networks. The proposed architecture integrates edge computing and
blockchain technology to provide secure, decentralized, and low-latency healthcare services.
Edge gateways perform data aggregation and encryption, while lightweight smart contracts
enable secure authentication, access control, and immutable medical record management.
A lightweight consensus mechanism is incorporated to reduce computational overhead and
transaction delay in resource-constrained healthcare environments. Experimental analysis
demonstrates improved security, reduced latency, enhanced scalability, and efficient data
management compared with conventional blockchain-based healthcare systems.

Keywords: Smart Contracts; Edge Computing; Secure Healthcare Systems; Lightweight
Consensus.
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1. Introduction

The rapid advancement of the Internet of
Medical Things (IoMT) has significantly
transformed modern healthcare systems
by enabling continuous patient monitoring,
intelligent diagnosis, and real-time medical
data collection through interconnected
smart  devices. Wearable  sensors,
remote  monitoring  systems, smart
medical equipment, and healthcare IoT
platforms have improved the efficiency
and accessibility of medical services.
These technologies support early disease
detection, remote healthcare assistance,
and  personalized treatment, thereby
reducing operational costs and improving
patient outcomes [1]. However, the
increasing integration of IoMT devices
within  healthcare infrastructures has
introduced several security and privacy
challenges associated with sensitive medical
information.

Conventional healthcare data management
systems mainly rely on centralized
cloud-based architectures for storing and
processing patient records. Although
cloud computing offers scalability and
computational capabilities,  centralized
systems remain vulnerable to single-point
failures, unauthorized access, insider
attacks, and data tampering. = Medical
information such as electronic health
records, diagnostic reports, and
physiological ~monitoring data requires
strong confidentiality, integrity, and
secure accessibility mechanisms [2].  The
exposure or manipulation of healthcare
data may result in severe consequences
for  both  patients and  healthcare
providers. Furthermore, the large
volume of IoMT-generated data increases
communication overhead and latency,
which limits the effectiveness of real-time
healthcare applications.
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Blockchain  technology  has  emerged
as a promising solution for secure
and decentralized data management in
healthcare environments. Blockchain
provides immutable distributed ledgers,
transparent transaction validation, and
tamper-resistant data storage without
relying on centralized authorities. Smart
contracts  further enhance blockchain
systems by enabling automated execution
of access control policies, authentication
procedures, and medical data management
operations. Despite these advantages,
traditional blockchain mechanisms such as
Proof-of-Work introduce high computational
complexity, excessive energy consumption,
and transaction delays, making them
unsuitable for resource-constrained IoMT
healthcare networks [3][4].

Edge computing has recently gained
attention as an effective paradigm
for reducing latency and improving
computational efficiency in healthcare

IoT systems. By processing healthcare
data closer to the data source, edge
gateways can reduce communication
overhead and support real-time medical
services. The integration of edge computing
with  blockchain  technology offers a
distributed and scalable framework capable
of improving both security and performance
in healthcare applications. However,
achieving lightweight, secure, and efficient
blockchain-enabled healthcare management
remains a challenging research problem due
to limited device resources, dynamic network
conditions, and strict privacy requirements

[5]-

Motivated by these challenges, this
paper proposes a lightweight smart
contract-based secure healthcare data

management framework over edge-enabled
IoMT networks. The proposed framework
integrates edge computing, blockchain
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technology, and lightweight smart contracts
to provide secure, decentralized, and
efficient healthcare data management. Edge
gateways perform local data aggregation,
encryption, and preliminary transaction
verification before forwarding healthcare
records to the blockchain layer.  Smart
contracts are employed to automate
authentication, access control, and secure
medical data sharing among patients,
doctors, and healthcare administrators.
In addition, a lightweight consensus
strategy is  incorporated to  reduce
transaction  validation  overhead  and
improve scalability in resource-constrained
healthcare environments.

The major contributions of this work are
summarized as follows:

e A secure edge-assisted blockchain
architecture  is  developed  for
decentralized healthcare data

management in [oMT environments.

e A lightweight  smart  contract
framework is designed to provide
secure authentication, access control,
and automated healthcare record
management.

e A lightweight consensus mechanism is
incorporated to reduce computational
overhead, latency, and energy
consumption in healthcare blockchain
networks.

e Security analysis is performed to
evaluate the resistance of the proposed

framework  against  unauthorized
access, data tampering, and malicious
attacks.

e Experimental evaluation demonstrates

the effectiveness of the proposed
system in  terms of latency,
scalability, throughput, and
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security performance compared with
conventional approaches.

The remainder of this paper is organized as
follows. Section II discusses related work
on blockchain-enabled healthcare and IoMT
security frameworks. Section I1I presents the
proposed system architecture and problem
formulation. Section IV describes the
lightweight smart contract-based healthcare
management framework. Section V provides
security analysis and theoretical discussion.
Section VI presents the experimental
evaluation and performance analysis.
Finally, Section VII concludes the paper and
outlines future research directions.

2. Related Work

The integration of blockchain technology
with Internet of Medical Things (IoMT)
systems has received considerable attention
in recent years due to the increasing
demand for secure and privacy-preserving
healthcare infrastructures. Researchers
have explored various blockchain-assisted
healthcare frameworks to improve data
integrity, decentralized access management,
and secure communication among medical
entities.  However, challenges related to
scalability, computational overhead, latency,
and resource limitations remain open
research problems in practical healthcare
environments [6].

Several studies have utilized blockchain
technology to secure electronic health
records (EHRs) and healthcare transactions.
These approaches mainly employ distributed
ledgers to ensure immutable storage and
transparent verification of medical data.
Smart contracts have also been adopted
to automate authentication procedures
and access control policies between
patients, hospitals, and healthcare providers.
Although blockchain improves trust and
security, conventional consensus mechanisms
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such as  Proof-of-Work  (PoW) and
Proof-of-Stake (PoS) introduce significant
computational complexity and energy
consumption, which are unsuitable for
lightweight healthcare IoMT devices [7].

To address the limitations of centralized
healthcare systems, researchers have
investigated decentralized healthcare
architectures using blockchain and cloud
computing. These frameworks improve
data availability and resistance against
single-point failures. However, cloud-centric
approaches still suffer from increased
communication latency and bandwidth
overhead when handling real-time healthcare
applications such as emergency monitoring
and continuous patient observation. In
addition, transmitting large volumes of
medical data to remote cloud servers may
expose sensitive information to external
attacks and unauthorized access [8].

Edge computing has emerged as an
effective solution for reducing latency and
improving local processing capabilities in
healthcare IoMT networks. Edge-assisted
healthcare systems perform preliminary data
aggregation, filtering, and analysis near
the sensing devices, thereby minimizing
communication delay and reducing cloud
dependency. Recent studies have integrated
blockchain with edge computing to enhance
security and decentralization in medical
data management. These approaches
demonstrate improved scalability and faster
transaction processing compared with
purely cloud-based blockchain systems.
Nevertheless, the deployment of complex
blockchain protocols at edge nodes may
still create resource management and
computational efficiency challenges [9].

Researchers have also explored lightweight

blockchain frameworks for resource-constrained framework

[oMT environments. Lightweight consensus
algorithms and optimized transaction
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validation schemes have been proposed to
reduce energy consumption and processing
delay. Some studies employ delegated
consensus methods and trusted validator
selection mechanisms to improve network
efficiency. Although these methods
reduce blockchain overhead, several existing
solutions do not adequately address secure

access control, dynamic authorization
management, and privacy preservation
for healthcare data sharing. Smart
contract-based  healthcare  frameworks

have additionally been proposed to
automate patient data access and medical
record management. These systems
enable transparent interactions among
healthcare participants without relying
on centralized authorities. However,
vulnerabilities within poorly designed smart
contracts may introduce security risks,
including unauthorized access and malicious
transaction manipulation. Furthermore,
many existing frameworks focus primarily
on  theoretical  architectures  without
comprehensive  performance  evaluation
under realistic IoMT healthcare conditions
[10][11].

Despite progress in blockchain-assisted
healthcare research, several limitations
remain unresolved.  Existing approaches
often suffer from high computational
overhead, increased transaction latency,
insufficient scalability, and limited support
for lightweight medical devices. Moreover,
many frameworks do not effectively integrate
edge-assisted processing with lightweight
smart contract management for secure
healthcare applications.

To overcome these limitations, this paper
proposes a lightweight smart contract-based
secure  healthcare data  management
over  edge-enabled IoMT
networks. The proposed approach integrates
edge computing, blockchain technology, and
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lightweight consensus mechanisms to provide
secure, scalable, and low-latency healthcare

services while reducing computational
overhead in resource-constrained medical
environments.

3. System Architecture

The proposed framework introduces a
lightweight smart contract-based secure
healthcare data management architecture
for edge-enabled Internet of Medical Things
(IoMT) environments. The framework
integrates [oM'T devices, edge computing,
blockchain technology, and smart contracts
to provide secure, decentralized, and
low-latency healthcare services. The
proposed architecture is designed to ensure
healthcare data confidentiality, integrity,
secure accessibility, and efficient transaction
management while reducing computational
overhead in resource-constrained medical
environments.

The overall architecture of the proposed
framework is illustrated in Fig. 1. The
framework consists of four major layers,
namely the oM T device layer, edge/gateway
layer, blockchain layer, and application
layer. Each layer performs specific
operations to support secure healthcare data
collection, processing, storage, and access
management.

3.1. IoMT Device Layer

The IoMT device layer consists of
wearable  healthcare sensors,  patient
monitoring systems, smart medical devices,
and healthcare IoT sensors deployed
for continuous patient observation and
physiological data acquisition. These devices
collect real-time healthcare information
such as heart rate, blood pressure,
oxygen saturation, glucose level, and body
temperature. As shown in Fig. 1, healthcare
data generated from wearable sensors and
medical devices are transmitted toward the
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edge/gateway layer for further processing
and validation. Since IoMT devices possess
limited computational and energy resources,
lightweight communication and encryption
mechanisms are required to ensure efficient
operation [12][13].

The healthcare data generated by the "
[oMT device is represented as

D; ={dy,ds,...,d,}

where D; denotes the sensed healthcare
information collected from IoMT devices.

3.2. Edge/Gateway Layer

The edge/gateway layer performs local
healthcare data aggregation, preprocessing,
encryption, and transaction validation
before forwarding healthcare records to
the blockchain network. The integration
of edge computing reduces communication
latency and minimizes dependence on
centralized cloud infrastructures. As
illustrated in Fig. 1, the edge layer
performs data aggregation and encryption to
support secure healthcare communication.
Preliminary transaction verification is
additionally performed at edge gateways to
identify abnormal or malicious healthcare
data before blockchain submission. The
aggregated healthcare information at the
edge node is expressed as

N
Dagg = Z D;
=1

where D,,, represents the aggregated
healthcare data collected from N connected
IoMT devices. The edge layer also supports
access control and transaction validation
mechanisms prior to blockchain storage,
thereby reducing unnecessary blockchain
overhead.
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Figure 1: Proposed lightweight smart contract-based secure healthcare data management
architecture over edge-enabled IoMT networks.

3.3. Blockchain Layer permanent storage within  blockchain
blocks. The blockchain layer ensures data
immutability, transparency, and secure
healthcare record management without
centralized dependency.

The blockchain layer provides decentralized
and tamper-resistant  healthcare data
management through distributed ledger
technology. This layer includes the
blockchain network, consensus mechanism, A blockchain healthcare transaction block is
smart contracts, and distributed ledger represented as

management, as depicted in Fig. 1.

Healthcare transactiong received  from By, = {Hy, Ts, TSy, Hy_1}

edge gateways are validated through a

lightweight consensus mechanism before here:
where:
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H,. denotes the current block hash,

T}, represents healthcare transactions,

e T'S,  indicates the transaction
timestamp,
e H;_, denotes the previous block hash.

The  cryptographic  linkage  between
consecutive blocks ensures resistance against
healthcare data tampering and unauthorized
modifications.

The blockchain layer additionally
incorporates smart contract-based
healthcare  management to automate

authentication, access control, and secure
medical record sharing among healthcare
participants.

3.4. Application Layer

The application layer consists of healthcare
participants including doctors, patients,
hospitals, and healthcare administrators.
Authorized users interact with the
blockchain network through secure smart
contract mechanisms to retrieve or update
healthcare records according to predefined
authorization policies.

As shown in Fig. 1, the application layer
communicates directly with the blockchain
infrastructure to support secure healthcare
services such as patient monitoring,
medical diagnosis, emergency healthcare
management, and healthcare record sharing.

Patients maintain ownership and control
over their healthcare information, while
authorized  medical  entities  receive
controlled access permissions through smart
contract-based authentication mechanisms.

3.5. Security Features of the Proposed
Architecture

The proposed framework incorporates
multiple security mechanisms to protect
sensitive  healthcare information and

International Journal of Engineering Technology and Computer Research (IJETCR)

within IoMT
The major

improve trustworthiness
healthcare environments.
security features include:

e Lightweight encryption for secure

healthcare data transmission.

e Blockchain-enabled immutable storage
for healthcare records.

e Smart contract-based authentication
and access management.

e Decentralized healthcare data sharing
without centralized dependency.

e Edge-assisted transaction validation
and anomaly detection.

e Privacy-preserving healthcare communication

among medical entities.

The integration of blockchain technology
with edge-assisted [oMT healthcare systems

enables secure, scalable, and efficient
healthcare data management suitable
for  next-generation smart healthcare
infrastructures.

4. Proposed Methodology

This section presents the proposed
lightweight smart contract-based secure

healthcare data management methodology
for edge-enabled Internet of Medical
Things (IoMT) networks. The proposed
framework integrates edge computing,
blockchain technology, lightweight consensus
mechanisms, and smart contract-based
access management to provide secure,
decentralized, and low-latency healthcare
services.  The methodology is designed
to minimize computational overhead while
ensuring healthcare data confidentiality,
integrity, and secure accessibility [14].

The operational workflow of the proposed
framework consists of five major phases:

1. Healthcare data collection from IoMT
devices.
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2. Edge-assisted  preprocessing  and

transaction validation.

3. Lightweight encryption and blockchain
transaction generation.

4. Lightweight consensus-based transaction

verification.

5. Smart contract-based healthcare data
access management.

4.1. Healthcare Data Collection

[oMT  devices continuously = monitor
physiological conditions and generate
healthcare information in real time.
Wearable sensors, patient monitoring
systems, and medical devices collect
sensitive healthcare parameters such as heart
rate, blood pressure, oxygen saturation,
glucose level, and body temperature. The
healthcare dataset generated from N IoMT
devices is represented as

D ={Dy,Ds,...,Dy} (1)

where D; denotes healthcare data generated
from the " ToMT device.

4.2. Edge-Assisted Data Aggregation
and Processing

The edge layer performs local preprocessing,
aggregation, and preliminary verification of
healthcare transactions before blockchain
submission. This process reduces
communication latency and minimizes
unnecessary blockchain operations.

The preprocessing function executed at the
edge node is defined as

P = f(Di) (2)

where:
e D, represents raw healthcare data,

e P denotes
information.

processed  healthcare
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The aggregated healthcare information at
the edge node is computed as

N

Dagg = Z -Pz (3)

i=1
where D, 4 represents aggregated healthcare

records collected from connected IoMT
devices.

4.3. Healthcare Data Encryption

To preserve healthcare privacy and
confidentiality, medical  records  are
encrypted  before  blockchain  storage.

Lightweight encryption mechanisms are
employed to  reduce  computational
complexity for resource-constrained IoMT
environments.

The encrypted healthcare transaction is
represented as

where:
e (; denotes encrypted healthcare
information,
e Enc(-) represents the encryption
function,

e [ is the secret encryption key.

4.4. Blockchain Transaction Generation

After encryption, healthcare records are
transformed into blockchain transactions
for secure distributed storage. Each
transaction contains encrypted healthcare
information, transaction timestamps, and
device identification parameters.

A blockchain transaction is represented as

where:
e [D; denotes the healthcare device

identifier,
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e (; represents encrypted healthcare
data,

e TS, indicates the  transaction
timestamp.

4.5. Lightweight Consensus Mechanism

Traditional blockchain consensus algorithms
introduce excessive computational overhead
and energy consumption, making them
unsuitable for healthcare IoMT systems.
Therefore, the proposed framework employs
a lightweight trust-assisted consensus
mechanism  for  efficient  transaction
validation [15].

The trust score of the i'® validator node is
calculated as

T:(t+1) = aTi(t) + 5S; —yM;  (6)
where:
e T;(t) denotes the current trust score,

e S5, represents successful transaction
validations,

e M, indicates malicious activities,

e o, [, and v are weighting parameters.

The validator weight assigned to each
blockchain node is computed as

T.
= (7)

Zj:lir’j
Nodes with higher trust values receive
greater  priority during  transaction

validation, thereby improving security and
reducing malicious participation.

4.6. Smart Contract-Based Access
Management

contracts automate healthcare
access  control, authentication,
authorization management among

Smart
data
and
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healthcare participants including doctors,
patients, hospitals, and administrators.

The smart contract authorization function is
represented as

1, if user is authorized

r-{
0,

where A, denotes the access status of a
healthcare participant.

(8)

otherwise

4.7. Latency and Energy Consumption
Model

The total
within  the
represented as

healthcare transaction delay
proposed  framework is

Ltotal = th + Ledge + Lconsensus + Lverification
(9)

where:

e [, denotes communication delay,

® L.44 represents edge processing delay,

o Lionsensus indicates blockchain
validation delay,
® Lycrification denotes transaction

verification delay.

The total energy consumption of the
healthcare network is expressed as

N
Etotal = Z(Ecomm + Ecomp)

=1

(10)

where:

® F.omm denotes communication energy
consumption,

° Ecomp represents computational energy

consumption.
The proposed lightweight framework
aims to minimize both latency and

energy overhead while maintaining secure
healthcare communication.
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5. Security Analysis

This section analyzes the security and
privacy  properties of the proposed
lightweight smart contract-based healthcare
data management framework for
edge-enabled Internet of Medical
Things (IoMT) environments. The
proposed architecture integrates blockchain

technology, lightweight consensus mechanisms,

smart  contracts, and  edge-assisted
verification to protect sensitive healthcare
information against malicious attacks and
unauthorized access.

5.1. Healthcare Data Confidentiality

Healthcare information generated from
[oMT devices contains highly sensitive
patient records and physiological
parameters. To preserve confidentiality, the
proposed framework employs lightweight
encryption before blockchain transmission
and storage.

The encrypted healthcare transaction is
represented as

C; = Enc(K, D;) (11)

where:

e D; denotes original healthcare

information,
e [ represents the secret encryption key,

e (; indicates encrypted healthcare

data.

Only  authorized  healthcare  entities
possessing valid cryptographic credentials
can decrypt and access medical information.
Even if blockchain transactions are
intercepted by adversarial nodes, the
encrypted  healthcare records remain

protected from unauthorized disclosure.
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5.2. Blockchain Data Integrity

The proposed blockchain  framework
ensures healthcare data integrity through
cryptographic  hashing and immutable
distributed ledger management. Each
healthcare transaction block contains the
hash of the previous block, thereby
preventing unauthorized modification of
stored medical records.

A blockchain block is represented as

By ={Hy, Ty, TSy, Hy—1} (12)

where:

e H, denotes the current block hash,
e T} represents healthcare transactions,
e T'S; indicates the timestamp,

e H; , denotes the previous block hash.

If an adversary attempts to modify
healthcare records within a blockchain
block, the corresponding block hash changes
immediately, invalidating  subsequent
blockchain entries. Therefore, unauthorized
data tampering becomes computationally
infeasible.

5.3. Resistance Against Unauthorized
Access

The proposed framework incorporates
smart contract-based authentication and
access management to restrict unauthorized
healthcare data access. Access permissions
are granted only to authenticated
participants including doctors, hospitals,
healthcare administrators, and patients.

The access authorization function is defined
as

A, =

{1, if user is authorized (13)

0, otherwise
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where A, represents the authorization status
of a healthcare participant.

Unauthorized  entities attempting to
retrieve healthcare information are denied
access through smart contract validation
mechanisms.

5.4. Protection
Nodes

Malicious blockchain validators may attempt
to inject false healthcare transactions
or manipulate transaction validation
processes. To mitigate such attacks, the
proposed framework employs a lightweight
trust-assisted consensus mechanism [16].

The trust value of the " blockchain
validator is computed as

Against Malicious

Ti(t+1) = aT;i(t) + BS; — vM; (14)
where:

e T;(t) denotes the current trust score,

e S; represents successful transaction
validations,

e ), indicates malicious activities,
e «, 3, and v are weighting coefficients.

Validator nodes exhibiting suspicious or
malicious behavior receive lower trust scores
and reduced participation during blockchain
consensus operations.

5.5. Sybil Attack Resistance

In Sybil attacks, adversaries create
multiple fake identities to manipulate
blockchain validation procedures. The

proposed framework mitigates Sybil attacks
through trust-based validator selection and
authentication mechanisms.

The validator
computed as

participation weight is

International Journal of Engineering Technology and Computer Research (IJETCR)

T
= =5
Zj:l 7-']

where W; denotes the participation weight of
the *" validator node.

(15)

i

Since trust values are dynamically updated
according to node behavior, malicious fake
identities cannot sustain high participation
weights within the blockchain network.

5.6. Replay Attack Prevention

Replay attacks occur when adversaries
retransmit previously captured healthcare
transactions to manipulate the healthcare
system. The proposed framework prevents
replay attacks through timestamp-based
transaction validation.

Each healthcare transaction is represented as

where:

e /D, denotes the device identifier,

e (; represents encrypted healthcare
information,

o TS, indicates  the  transaction

timestamp.

Transactions  containing outdated or
duplicate timestamps are rejected during
blockchain verification.

5.7. Privacy Preservation

The proposed framework preserves patient
privacy by separating healthcare identities
from publicly accessible blockchain records.
Only encrypted healthcare transactions
are stored within the distributed ledger,
while sensitive patient information remains
protected through controlled smart contract
authorization mechanisms.

Furthermore, edge-assisted preprocessing
minimizes unnecessary exposure of raw
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healthcare information across distributed
communication channels.

6. Experimental Setup and Results
Analysis

This section evaluates the performance
of the proposed lightweight smart
contract-based secure healthcare data
management framework over edge-enabled
Internet of Medical Things (IoMT)
networks. The experimental analysis focuses
on latency, throughput, energy efficiency,
and security performance under realistic
healthcare communication environments.
The proposed framework is compared with
conventional blockchain-based healthcare
approaches to demonstrate its effectiveness
in resource-constrained IoMT systems.

6.1. Experimental Setup

The  experimental  simulations  were
conducted using a Python-based blockchain
and edge computing environment to emulate
healthcare IoMT communication scenarios.
The network consists of wearable healthcare
sensors, edge gateways, blockchain validator
nodes, healthcare servers, and healthcare
participants including doctors and patients.

Synthetic healthcare transaction workloads
were generated to emulate real-time
patient monitoring and secure healthcare
communication  environments. The
proposed framework integrates lightweight
smart contracts, edge-assisted healthcare
processing, and trust-assisted blockchain
consensus mechanisms to reduce
computational overhead and transaction
validation delay.

Table 1 summarizes the simulation
parameters used in the experimental
analysis.

International Journal of Engineering Technology and Computer Research (IJETCR)

Table 1: Simulation Parameters

Parameter Value

Number of IoMT Devices 100

Number of Edge Nodes 10
Blockchain Validator Nodes 20
Simulation Duration 1000 s

Block Size 1 MB
Consensus Mechanism Lightweight Trust-Based
Encryption Method Lightweight AES
Transaction Rate 50-500 Transactions/s

The proposed framework was compared with
the following existing approaches:

e Conventional Cloud-Based Healthcare
System

o PoW-Based Blockchain Healthcare
Framework

e PBFT-Based Healthcare Blockchain

Framework

6.2. Latency Analysis

Transaction latency is a critical performance
parameter in healthcare applications where
real-time patient monitoring and emergency
communication are required. The total
latency of the proposed framework is
computed as

Ltotal = Ltac + Ledge + Lconsensus + Lvem’fication
(17)

where:
e [, denotes communication delay,

® L.q4 represents edge processing delay,

® Lionsensus indicates blockchain
validation delay,
° Lvermcati(m denotes transaction

verification delay.

Fig. 2 illustrates the transaction latency
comparison between the proposed
framework and conventional healthcare
blockchain systems.
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Transaction Latency Comparison
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Figure 2: Transaction latency comparison of
the proposed framework with conventional
healthcare blockchain approaches.

As observed in Fig. 2, the proposed
framework achieves significantly lower
transaction  latency  compared — with

cloud-based, PoW-based, and PBFT-based
healthcare frameworks.  The integration
of edge-assisted processing and lightweight
blockchain consensus mechanisms reduces
transaction  validation  overhead  and
improves responsiveness for delay-sensitive
healthcare applications.

6.3. Throughput Analysis

Blockchain  throughput represents the
number of healthcare transactions processed
successfully within a specific time interval.
The throughput performance is calculated
as

(18)
where:

e N, denotes the number of validated
transactions,

e Ti,u represents the total execution
time.

Fig. 3 presents the throughput analysis of
the proposed framework.
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Throughput Comparison
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Figure 3: Throughput comparison under
varying healthcare transaction loads.

As illustrated in Fig. 3, the proposed
framework achieves higher throughput
compared with conventional healthcare
blockchain approaches.  The lightweight
consensus strategy minimizes transaction
validation  complexity and  improves
transaction processing efficiency within
distributed healthcare environments.

6.4. Energy Consumption Analysis

Energy  efficiency is an  important
requirement for IoMT healthcare systems
due to the limited battery capacity of
wearable medical devices.

The total energy consumption is represented
as

e F.ymm denotes communication energy,

° Ecomp represents computational
energy.
Fig. 4 shows the energy consumption
comparison among different healthcare

blockchain approaches.
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Energy Consumption Comparison
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Figure 4: Energy consumption comparison
of healthcare blockchain frameworks.

As shown in Fig. 4, the proposed framework
achieves lower energy consumption due to
lightweight smart contract execution and
reduced blockchain computation overhead at
[oMT devices.

6.5. Security Performance Analysis

The proposed framework was evaluated
against multiple cyberattacks including
unauthorized access, replay attacks,
malicious transaction injection, and Sybil
attacks.

The attack detection rate is computed as

Neece
det thlOO

ADR = ———
Ntotal

(20)

where:

® Nyetectea denotes detected attacks,

e N, Tepresents total attack attempts.

Fig. 5 presents the security attack detection
performance of the proposed framework.
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Security Performance Comparison
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Figure b5: Security attack detection
performance  under  different  attack
scenarios.
As observed in Fig. 5, the proposed

framework achieves the highest attack
detection rate compared with conventional

healthcare blockchain approaches. The
integration of trust-assisted consensus,
edge-assisted  verification, and smart

contract-based authorization significantly
improves attack detection capability and
protects healthcare information against
malicious activities.

6.6. Comparative Performance

Analysis

Table 2 compares the proposed framework
with  existing  healthcare  blockchain
approaches.

The results demonstrate that the proposed
framework achieves superior performance
in terms of reduced latency, higher
throughput, lower energy consumption,
and improved attack detection capability.
The integration of edge computing
and lightweight blockchain mechanisms
significantly enhances the efficiency and
scalability of healthcare IoMT systems.

6.7. Discussion

The  experimental analysis  confirms
that the proposed lightweight smart
contract-based healthcare framework

provides secure and efficient healthcare data
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Table 2: Comparative Performance Analysis

Framework Latency (ms) | Throughput (TPS) | Energy Consumption (J) | Attack Detection Rate (%)

Cloud-Based Healthcare System 420 110 95 82.4

PoW-Based Blockchain Framework 390 145 120 88.7

PBFT-Based Blockchain Framework 260 220 78 91.5

Proposed Framework 145 340 48 97.2
management suitable for next-generation  healthcare blockchain systems. The

[oMT environments. The edge-assisted
architecture reduces communication delay,

while lightweight blockchain consensus
improves  scalability = and  minimizes
computational overhead.

Compared with traditional healthcare

blockchain systems, the proposed framework

achieves better transaction processing
efficiency and stronger resistance against
cyberattacks. The obtained results

demonstrate the practical applicability of
the proposed framework for secure real-time
healthcare monitoring and distributed
healthcare data management.

7. Conclusion

This paper presented a lightweight
smart contract-based secure healthcare
data management framework for
edge-enabled Internet of Medical Things
(IoMT)  networks. The proposed
framework integrated edge computing,
blockchain technology, lightweight
consensus  mechanisms, and  smart
contract-based access management to
provide  secure, decentralized, and
low-latency healthcare services. Lightweight
encryption and trust-assisted consensus
mechanisms were incorporated to improve
healthcare data confidentiality, integrity,
scalability, and secure accessibility while
reducing  computational overhead in
resource-constrained IoMT environments.

Experimental evaluation demonstrated that
the proposed framework achieved lower
latency, higher throughput, reduced energy
consumption, and improved attack detection
capability compared with conventional

obtained results confirm the effectiveness
of the proposed framework for secure
and scalable next-generation healthcare
infrastructures.  Future work will focus
on integrating artificial intelligence-assisted
intrusion detection, federated learning-based

healthcare  analytics, and  adaptive
blockchain optimization techniques
for  large-scale intelligent  healthcare
environments.
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